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Figure 2.1· The User-Oriented Architecture

... Users
A user could be an employee of the organization, a program or abatchjob. The
definition of a user is arranged on the lowest level of the organizational
hierarchy. Access rights for individuals are specified on this level. The
specification of authorizations on this level is normally only used where
extremecontrol is necessary, to limitthe total numberof profiles to be created.

Refer Figure 2.2: Users 1-7

... Groups (Profiles)
Sharedaccess rights maybe grouped together in the definition of a profile (also
referred to as a group). This arrangement saves a lot of time in terms of not
having to define similarrequirements repeatedly. Note that the term group or
groupprofile will be used in this context, rather than the termprofile as such.
This is often donein industry to avoid confusion with the termprofile in other
contexts.

Refer Figure 2.2: Profile K, Profile L, Profile M

.... Departments
The definition of departments is usedfor the linking of users and groupprofiles
into groups on a departmental level. Users included in such a department
normally perform more or less the same tasks, and use the same resources.
Association ofusers with one and only one department, is mandatory.

Refer Figure 2.2: Departments A, Band C
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Figure 2.2 Division, Department, Group and User Relationships

.. Divisions

Divisional grouping may be used optionally to group departments on a still
higher level.

Refer Figure 2.2: Division X

The ALL record (cf figure 2.2) may be used to define access specifications for
resources on a global level (ie ruleswithregardto resources that are applicable to all
users and processes).

This approachto the structuring ofsecurity attributes, facilitates the correspondence
of the securitydatabase to the organizational structure. The use of ~~ch an approach

. is not mandatory, but it eases the implementation and administration of the package.
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2.2.Z.2 Levels of Administrative Authority

Security administrators maybe defined on different levels withinTop Secret, viz on
an organizational (MSCA, SCA),divisional (VCA)or departmental (DCA) level (cf
figure 2.2). Hereby the responsibility of administrators may be restricted according
to the level (egDepartmental) anddomain (eg Department C) to which they have
been assigned.

2.2.2.3 Naming Conventions

Finally, it is necessary to mentionthe importance of resource naming conventions.
It is not advisable to implement Top Secret, or any other package for that matter,
without standardized naming conventions. Well-planned namingconventions lessen
the numberof resource definitions thathaveto be included in profiles, thereby easing
administration of the package.

;

This principle is illustrated in figure 2.3 with an example which groups resources
using the asterisk (*) wildcard. This symbol implies the substitution of any valid
character(s) in its place. Grouping of data setswould not be possiblewithout the use
of standardizednaming conventions.

DEPARTMENT C, PAYROLL APPLICATION

C.PAY.SYS l.INVOOl
C.PAY.SYS1.INV002 •••......­
C.PAY.SYS1.INV003

I
I

C.PAY.SYS.RECOOI
C.PAY.SYS.REC002
C.PAY.SYS.REC003

I
I

I ••~
I
I
i

Naming Convention
department.application. volume.dataset

Figure 2.3 Well-Planned NamingConventions

The discussion so far has provided an overview of the structuring of security profiles
as used by the Top Secret (MVS version 4.2) package. For the purposes of this
discussion, this information will suffice. For more information on this security
system, the readeris referred to [Com89b, Com90a, Com90b, Com90c, Pot90].

-
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In the interest of later discussionson the generation of profiles, some example Top
Secret profiles are now presentedand discussed.

2.2.3 Example Top Secret Profiles

NAME = HASTINGS R
FACILlTY=TSO, BATCH, STC
DEPARTMENT = SALES DEPARTMENT
LAST MOD = 20/04/93

Top Secret Profilefor the User R Hastings

ACCESSORID = HASR01 03
TYPE=USER
DEPT ACID = IMGSAL
CREATED = 04/02/90
PROFILES = SAL$P1
LAST USED = 20/11 /93 16:23 CPU(DBN) FAC(TSO) COUNT(0016)

I
I
I
I

. I
!
I
Iil!============================::::::!J
I (a)
I

OWNER(IMGSAL)

OWNER(lMGSAL)

NAME = SAL-APPL
FACILlTY=TSO, BATCH, STC
DEPARTMENT=SALES DEPARTMENT
LAST MOD = 20/04/93
OWNER(lMGSAL)

ACCESSORID = SAL$P1
TYPE= PROFILE
DEPT ACID = IMGSAL
CREATED = 04/02/90
XAUTH DSN = SAL.TSO.A$4.PGMLlB
ACCESS = UPDATE
XAUTH VOL = SALlPL
ACCESS=ALL
XAUTH VOL=SALTSO
ACCESS=ALL
ACIDS = HASR01 03, COND0203, DUTS0103

1L!::~=Jj==1'J=o=i]J=S=e=cr=e=t=G=ro=u=rp=P=r=ofi=lf=e=A=ss=o=cl='a=te=d=w=if=h=R=IiJ=a=s=ti=ng=s========J'
I

!IF='====================::::::;'I

I

Figure 2.4 Example Top SecretProfiles

As indicatedearlier, profiles maybecreated on theuser,group(profile), departmental
and/or divisional level. The entities in figure 2.4 represent:

(a) A profile for the individual oruser R Hastings.
(b) The groupprofile associated with this user and two other users (COND0203,

DUTS0103) resortingwith this group.
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The first four lines of both profiles contain the following information:

ACCESSORID: A unique identifier assigned to the entity (users, profiles,

departments or divisions) whom the profile was created for

and used to define it to the Top Secret system. An accessorid

is also referred to as an ACID (ACcessorID).

NAME: A descriptive name for the entity concerned (eg the name of

the user).

TYPE: This field specifies the type of the entity for which the profile

was created. It therefore identifies the profile as being

applicable to one of the four basic organizational elements

used by Top Secret viz, a user, group (profile), department or

division.

FACILITY: This field identifies the system facilities (such as TSO, IMS,
CICS, etc) that an entity associated with this profile may use.

DEPT ACID: A unique identifier assigned to the department with which the

entity identified by the ACCESSORID as discussed previ-
ously, is associated. ;

DEPARTMENT: A descriptive name for the department identified by the DEPT
ACID.

CREATED: The date on which the profile was created.

LAST MOD: The date on which the profile was last modified.

In the user profile (a), the following additional information is supplied:

PROFILES:

LAST USED:

Chapter 2
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This field contains the unique identifiers of all the other

profiles that the user profile is associated with, in other words,

all the profiles that contain authorizations pertaining to this

user. In this case, the group profile SALSP1 is associated with

the user R Hastings.

The LAST USED field supplies information with regard to

the last time the profile concerned was put into effect, viz date

and time. which CPU and facility was used and a total count

of the number of times the profile was used.
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Fields included in the group profile (b) and not in the user profile (a), are:

XAUTHDSN:
.'

XAUTHVOL:

OWNER:

ACCESS:

ACIDS:

This field identifies the name of a data set that may be

accessed by users associated with this profile.

(SAL. TSo.AS4.PGlvfLIB).

Similar to the X4UTH DSN specification, except that access

is granted to a volume (SA LIPL / SALTSO).

Specifies the identity of the owner of the resource named in

the XAUTH DSN / VOL specification. In this example the

department IMGSAL is the owner of all resources to which

access is authorized.

Indicates the level ofaccess allowed to the resource named in

theXAUTH DSN/ VOL specification (eg UPDATE, ALL).

Lists the ACIDsof users linked to this profile. It may there­

fore be assumed that the users HASROl03, COND0203 and

DUTOl03 resort together in a group based on common access
requirements which are defined in the (group) profile SAL$P1.

The XAUTHDSN, X4 UTH VOL, OWNER and ACCESSfields may also be included

in a user profile, in which case they will only pertain to the user for which the profile

was created.

The above example is typical of the average contents included in the definition of a

Top Secret profile. In section 2.3 a method for the gathering, structuring and

definition of this information to the Top Secret package is presented and discussed.
The method described is a combination of an implementation cycle for Top Secret

proposed in [Lou91] and the implementation plan recommended by Computer

Associates in [Com89a, Com89b].
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2.3 Implementing Top Secret

Having established some background on the structure of the Top Secret security

database in section 2.2, this section takes a look at an implementation plan for the

Top Secret package. Note that it is not the intention here to evaluate or criticize this

implementation plan as such. Only those tasks that are applicable to this research and

that contribute to the problems experienced with the generation and maintenance of

profiles in general, will be discussed.

2.3.1 Example Implementation Plan

The implementation of the Top Secret package may roughly be divided into three

phases, viz:

1. Preparation and planning

2. Implementation

3. Operation, administration and auditing

Table 2.1 contains an outline exposition on the tasks comprising each of these phases

[Com89a, Com89b, Lou91]. Most ofthe tasks may be executed in parallel, therefore

the order of their appearance is not necessarily an indication of the order of their

execution.

Generally speaking, the implementation plan as contained in table 2.1 seems to be

quite acceptable - structure is lent and guidance given towards the process of
implementing Top Secret. However, ifwe look at this plan from the point ofview of

the definition of access control information (ie creating the profiles), quite a few

shortcomings can be seen. In order to justify this statement, key issues which feature

in the plan andwhich have traditionally represented flaws in the process of creating

and maintaining profiles, will now be singled out for discussion.
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TASK. PHASE
:

"

1 2 3
.. "" ..... , , .., '.

A Acquire support from management ts

B Elect and place implementation team ts

C Train implementation team n
,. , ... '.

D Train users
."."

n ts
.. .,.' " .

E Launch security awareness program ts

F ..Develop implementation sttitegy<i<
,

ts , ..

... '.,'

G Compile or review information security policy ts

H/R,
.,... . ' ......... ..."., '.,' '".' ".' "'.,, "'.,'

.,.'< i ,< ts
.. ..,... ",.,' > Ix

I Identify users n ts
J r '

., ...,..., .........'... ' • •••••.•..•.••.•••••.••.• <, •. .:• . >·.,·,x .. .."".,.... /ts ~/ 1«t'
.Y

,...,., .... .: .., ,,', .....'.. """'.--< ..... I," ......... " ... .....

K Determine user requirements n n
"":.,:c.. ; .. ,... ,. '.-- ,< ..'..

., •••0S•••••••"
fc

L<, ..,pI '~\ ,........... /i .."

••••
...'•. < ....,.. .....• ', .... .. 'i'< ,-.'." , i,

M Design Top Secret structure n
'" .. ,.•.•,< • .... ,..' ,xx •.... ,,/,.,.:' ... , , ....... " .: ".,.,.....-. .. , .. ""'.' . ..,-. " ......,...

N nSKi1lii11)' ~1;) i' .........'...< tg. ..
'.' ...,....

< ... " .., ..,., .. '

..

0 Compile violation and reporting strategies ts ~ ~

~'" ..'. "', . .."' .. ' , ...... "., ........... ,., . ".. ,.. .".' '.'"
,. . ..

U'~i ne .. ,••••.••.•.•••,•..••. <. ./ 1"'/]5/ 1;S.···'..... -- , .... '.. ". -: ......
•••• "" .

Q Define emergency and problem handling procedures ~ ~

'.' ',.." .....' ,<,./ >," ' .

~<•'Rx> I
'.........

.x '., .. ,.,.
....,." , ---:-1""

•
- '..... ...... .: ,

"" .

S Install Top Secret ts

T Test-system .. .. tz ~.
,. .'.

U Customize system n
V Continue assessment and evaluation ofsystem and related docu- n

mentation

W. Maintain Top Secret software (eg new versions) :. tz
Table 2.1 Tasks Comprising the Implementation ofTop Secret
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2.3.2 The Information Security Policy

TaskG

Compile or Review Information Security Policy

The importance of basing the implementation of a security package on an approved

security policy is well-known. In fact, it is propagated as an indispensable ingredient

for successful implementation [Com89a, Lou91, WeI86]. However, compiling an

information security policy and actually incorporating it in the security profiles, are

birds of a different feather. Although it is normally cited as the recommended

approach and guidelines presented as to what should minimally be contained in the

security policy, no method exists to enforce the actual incorporation of the policy
contents in the profiles:

As an illustration ofthis, consider the following example policy statement [Com89a]:

"All corporate information resources are "owned" and ;

are identified by owner within the security system.

Information resource owners must authorize access

rights for each user requiring access to those resources.

Access control will be automatically enforced by the.
security system. Attempted unauthorized access to

owned resources will be denied."

The following may be said with regard to the above policy statement:

In Top Secret it is recommended that the definition ofownership ofresources is done

on a corporate level (ie departmental or divisional level) to allow fine tuning of

access requirements (except in the case ofownership ofa user's own scratch pad data

.sets). This is necessary because ownership at this level does not equate to any default

access for the users defined within that department or division. Ownership of

resources at the user or profile level defaults to access levels that cannot be

overridden [Com89a].

As a result of this approach, no record of actual persons responsible for authorizing

. access rights with regard to resources are kept within the security system. This gives

rise to a situation where a written (manual) record of owners of resources has to be

compiled and kept up to date. It may well be said that some companies do compile
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such;a document, specifically duringthe initial stages ofimplementing the Top Secret
package. This is done in order to establish access requirements with regard to
computerized resources. This,however, usuallydegenerates to a situation where the
document is not kept up to date. It is therefore impossible to enforce the example
policy statement, as records of ownershipare non-existent or not trustworthy.

The above example is but one of many. It is a manifestationof the fact that there is
no method which facilitates the automatic inclusion of policy statements in access
specifications. It is therefore submitted that many policy statements are largely
nugatory (at least on an implementationallevel), simply because they are not truly
incorporated in the organization'ssecurityprofiles.

2.3.3 Identifying Users, Resources and Requirements

Tasks I, J, K and N
Identifying Users, Resources, User Requirements and
Exceptional Vulnerabilities

The approachthat is normally followed with these tasks is to use the Top Secret tool
TSSIMPL to gather information with regard to users, resources and statistics with
regard to the accessing of resources. A risk analysis is done to ensure responsible
decisions with regardto vulnerable areas. Once this informationhas been gathered,
the responsible organizational units (divisions, departments or users) are consulted
in order to determine access-requirements as well as conditions for access to
resources. Usually, documentation is keptwith regardto the above and consent given
for the granting of access to resources is requested in writing.

The above is largely a manual procedure and may easily snowball into a massive
exercise, especially for organizations with large user populations. Due to its
magnitude it isalso susceptible to human errors such ~s overlookings and omissions, .
and is therefore near impossible to manage with sufficient accuracy. Furthermore,
documentation is not maintained according to changes made lateron. Two situations
normally arise in consequence of this:

I

2

The security profiles containedin the system are not correctly reflected in the
documentation.

Neither the profiles, nor the documentation correctly reflects the actual
environment.
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2.3.4 Maintaining the Profiles

TaskR

Develop Maintenance Procedures

The business envirorunent is a dynamic one with changes taking place on a daily

basis. Many of these changes will require some sort of action with regard to the

security database, eg changes with regard to access requirements due to personnel

being transferred to other departments, or due to personnel resigning.

Requests for modification to access rights usually have to be submitted in writing on

specially designed forms, with the necessary signatures included. In a distributed

environment however, this arrangement can delay such requests considerably,

especially if a centralized security approach is followed. Adherement to this

procedure is consequently not very stringent.

Security administrators often receive telephonic requests, eg users claiming that they

have forgotten their passwords and consequently not being able to sign on to a

system. The administrator then changes the password and informs the user what the

new password is. This is ofcourse not a desirable situation, but more often than not,

that's the way it gets done. This approach may even be used by hackers to initiate

criminal activities [Car95]. In some cases, administrators may grant access to

resources on the grounds of a telephonic request, if they think that they can rely on

their own judgement because they know the user, or even because of pressure from

the user. A backlog on administrative tasks may also cause administrators to handle
requests without the necessary precaution.

2.3.5 In Retrospect

It may be said that the above discussion is not exhaustive. It is, however, sufficiently

extensive to indicate a fundamental problem for which a solution should soon be

found. It is .clear that the current/traditional approach towards creating and

maintaining profiles is basically uns~ble and the same may be said of the protection

provided by the resulting profiles. The MAPS approach will be to streamline the

process of generating profiles and to stabilize the resulting environment, to ensure

that there are no loopholes in the resulting security database. The ensuing exposition

on specific flaws detected with regard to the Top Secret profiles created and used by

a South African company in the banking sector [Pri92], provides even more incentive

for the development of a new approach.
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2.4 Results of Survey

Following now are the results of an inspection conducted as to the status of the

security database in an established Top Secret environment. These results are

symptomatic of the ad hoc approaches in creating and maintaining profiles, which

were discussed in section 2.3.

.. Redundancy of Profiles
There are profiles contained in the security database which in the long run, are

not referenced by the package at all.

.. Redundancy of Access Rules
Rules with regard to the use of resources are redundant in the sense of the

non-existence of these resources by action of:

'¢- The deletion of data sets

'¢- The misspelling of resource names

'¢- The transference of applications to other systems

.. Redundancy of User Identification Numbers
Excessive or incorrect definitions' for users exist because of:

'¢- Users resigning

'¢- Employment of temporary personnel (contractors)

'¢- Assignment or continued existence ofuser IDs on systems which are not

used by them
'¢- Maiden names not being changed in the case of marriages .

.. Deficit of Access Rules
Some resources (eg new programs) are not protected, because:

'¢- Security administrators are not aware of their existence

'¢- They do not conform to (the correct) naming conventions

Chapter 2
The TopSecret Environment -29-



· .. ; Existence of Erroneous Access Authorizations

Access authorizations are granted which compromise system security. This is
a result of:

~ Thefunctionality of the security package, whereby profile templates may
be copied to eliminateexcessive typing.

~ Decisions to grantaccess to resources arebasedon a misconception of the
sensitivity thereof.

~ Overuse ofmasking (egtyping a resource definition as PROD.*****.***,
thereby unwittingly including sensitive resources in the specification).

~ Transferred users keeping the authorizations associated with their
previous positions.

.. Responsibility and Accountability
Some data and applications exist on systems without anyone person being
liable towards them. Furthermore, few records with regard to the granting or
revoking of access rules, or requirements as specifiedby resource owners, are
kept.

Basedon the resultsof the investigation as reported above, the company concerned
has launched a project to bring their profiles up to scratch. The basic, tenet they are
workingfrom has its roots in the MAPS model - a status reporton this implementa­
tion is provided in Chapter 11.
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2.5 In Conclusion

At this stage it is important to note that although in this chapterthe discussion has
centred on the useof the TopSecret package in themainframe environment, the same
problems are experienced with other mainframe access control packages. This
statement is based on interviews conducted withadministrators workingspecifically
with the RACF [IBM92] and ACF2 [Com91 b] packages. Although these packages
differ in some ways, for example the structuring of the security databases, it is fair
to say that problems encountered with the use of profiles within the Top Secret
package, are notan exception to the rule. The same goes for access control packages
used in environments otherthanthemainframe environment. Thisis basedonthe fact
that the principles of generating andusing security profiles to enforce logical access
control, remain the same.

In retrospect of the discussion presented in this chapter, a summary of the main issues
impeding the effective use of security profiles in the business environment is now
presented.

Consequential to the ad hoc exercise that creating informationsecurityprofiles has
become, have been the prevalence of:

+ Insecure environments .
The reliance uponthe security system (egTop Secret) to enforce logical access
control, and in turn, the security system's reliance on information security
profilesas directive forenforcement, certainly implies that the profilesas such
are deterministic towards the quality of logical access control. Withreference
to the discussion in section 2.4, it is submitted that the traditional security
profile poses a security threat, by presenting a mandate for the enforcement of
erroneousaccessspecifications.

+ Inefficient maintenance procedures
It is difficult for security administrators to correlate update operations on rules,
because in many casesdecisions have to be based on their own evaluation of
certaincriteria. This is impossible to copewith, especially in organizations with
large user populations. This leads to the making of uneducated decisions
resulting in erroneous specifications being inserted into security profiles.
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+ Manual, tedious procedures
In order to facilitate coping with the detail inherent to administering security,

'it seems imperative to introduce a certain degree of automation. This is

impossible to achieve if it is to be based on anything but a structured approach.

+ Piecemeal approach towards information security
As may be seen in [El092, Von93], information security consists of multi­

disciplinary and multi-functional concepts. The various disciplines and

functions are all important as inputs to the overall degree of information

security in an organization. To obtain this degree of security, information

security should be managed according to a well-structured methodology which

outlines certain predefined standards. The arbitrariness characterizing

approaches followed in the past towards maintaining logical access control (as

a component of information security), will not encourage a formational

application of standards within the organizational circumference.

To conclude, it may be said that security will only be as strong as the strength of its

weakest link, In this chapter it has been shown that the current approach towards the

generation of information security profiles is hopelessly insufficient, and has in fact

contributed to the creation of a very insecure environment. It is clear that there is

sufficient justification, for the serious investigation ofa solution towards an issue that

has caused a long-felt want in the commercial environment.

In Chapter 3, the focus shifts from describing the problem environment as was done

in this chapter, to the discussion of a proposed solution in the form of the MAPS
model.
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SOLUTION

Far too manyreliedon the
classic formula ofa

beginning, a muddle, and an end.

Philip Larkin
New Fiction, January 1978

'When I use a word, , Humpty
Dumptysaid in a rather scornful tone,
'it meansjust what I choose it to mean ­

neither morenor less. '

Lewis Carroll
Through the Looking-Glass, Chapter6



MAPS TERMINOLOGY,

In the field of information security, many models
have been proposed which serve as mechanisms
for the analysis of the environments which they
represent [Lan8!, Sum84]. The MAPS (Model
for AutomatedProfile Specification) model was
constructed as an abstraction of the process of
generating information security profiles. In order
to ensure the correlation of this model with the
reality of which it is representative, an in­
vestigation was launched with regard to profiles
and their implementation, in the commercial
environment. The results of this investigation
were presented in Chapter 2, thereby identifying
the concepts of interest in the area of discourse
that is to be embodied by the MAPS model.
Problems experienced in this environment were
also discussed in order to substantiate the need
for a model such as the MAPS model, as well as
to ensure that these difficulties are addressed
rather than recurred with the composition of the

l' model.

Chapter 3 is intended to' establish the context,
scope and premises of the MAPS model. This i~

achieved, by introducing the reader to the ter­
minology used by MAPS to describe the phe­
nomena of interest in the domain of discourse~'~

addressed by this model.



3.1 Introduction

This chapter provides an overview of concepts which are peculiar to the Modelfor
Automated Profile Specification (MAPS). This approach was deemed necessary in

order to familiarize the reader with MAPS-defined terminology and at the same time,

to set the boundaries and premises of the model before presenting the model itself.

The remainder of Chapter 3 is structured as follows:

.. Section 3.2 introduces the concept of an organizational security repository,

in its capacity of serving as information base for the derivation of information

security profiles.

.. The current trend towards integrated security solutions and how this affects

the MAPS model, are discussed in section 3. 3.

.. Section 3.4 establishes MAPS as a model with a definite role-based approach.

.. In section 3.5 an exposition is provided on the MAPS approach towards the

analysis of resource utilization.

.. The concept of an access .path is defined and discussed within the context of

MAPS in section 3. 6.

.. Section 3. 7 expands on the MAPS version ofan information security profile.

.. The concept ofan OSR administrator is addressed in section 3.8 as the MAPS

version of the traditional security administrator.

.. The chapter is concluded in section 3.9.
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3.2 Organizational Security Repository

In Chapter 1, the following statement was made:

"In order to address the problems associated with the
creation and use of security profiles ..., the MAPS model
proposes a specific approach. This approach asserts that
organizational policies such as the information security
policy, job descriptions and business objectives should
be used as input for structuring security requirements."

The Organizational SecurityRepository(OSR) is the entity that will be used as the

central information base.containing these organizational policies. The MAPS security

profiles will be generated using the OSR as input. Figure 3.1 illustrates this approach

within the business environment. Each of the components indicated in this figure will

now be discussed.

1 Organizational Security Repository (OSR)

The OSR is indicated to consist of the components P; ...,P" which together
represent all policies, sub-policies, procedures and standards which regulate

actions and interaction in the operational environment. Examples of Pj, ...,P,

include the information security policy, personnel database, job descriptions

and business objectives. Note that in general, the components of the OSR will

be referred to as policies. This, however, does not exclude any sub-policies,

procedures and standards which are applicable. Seen from the MAPS point of

view, "applicable" in this context will be taken to mean any policy, sub-policy,

procedure and/or standard or any subset thereof, which can contribute to the

generation of information security profiles.

The policies PI,. ..,P, are interdependent, ie each one will be deterministic

towards the other with regard to certain mutual issues. If any contradictions

occur, a mechanism for conflict resolution should be defined.

2 Operational Environment (DE)

The operational environment (OE) can be defined as the total corporate

environment consisting of people, systems, resources and infrastructure, all

working towards the attainment of specific organizational go.~ls.
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Organizational Security Repository
OSR

,Pr Business Objectives

MAPS
Information

Security
Profiles

Organizational
Strategies

,

PI Information Security Policy:
!
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Figure 3.1 The Organizational SecurityRepository

3 OE<=>OSR

The relationship between the OE and the OSR is two-way and reactive ­
modifications in either one should be realized in the other so that they are
always in total synchronization. A simple example is that of the employment
of new personnel. This would effecta change in the operational environment
and shouldtherefore be reflected in for example the personnel database and any
relevant job descriptions contained in the OSR.

4 Organizational Strategies => OSR

The OSR drawsexternally from any organizational strategicperspectives, for
example, if the IT strategy specifies a move towardsan open architecture, then
Pl,....P,(where relevant) will change with a consequential follow-through to the
operational environment.
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5 'OSR => MAPS Information Security Profiles

The MAPS model uses the existing relationship between the organizational
security repository andthe operational environment, inthe sense of converting
the controls and constraints being mapped from the OSR to the OE, into
securitycontrols. These security controls are then used to structure the contents
of the MAPS information securityprofiles, which in turn can be used for the
enforcement of logical access control.

The discussion so far has provided a high-level view of the role of the OSR in the
generationofMAPS security profiles. In laterchapters, the OSR is discussed as part
ofa methodology for the generation of theseprofiles. Thiswillprovide morein-depth
information on the contents, structure and format of the OSR (cf Chapters 5 & 6).
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3.3 Enterprise Wide Security Administration

Enterprise wide security administration is an extremely relevant requirement in
current computing environments, especially if we keep in mind that information can:

+ ... reside in different geographical locations.

+ ... reside on anything from mainframes to minicomputers, servers, workstations
or PCS, all running on different operating platforms, eg MVS, VM, VSE,

NOVELL NETWARE, WINDOWS-NT, UNIX (different strains) and
MS-DOS.

+ ... be accessed by different individuals, through different paths and from
different systems.

These issues have led to the re-evaluation of requirements with regard to security

products by major producers of security software. Where Top Secret, RACF and
ACF2 have in the past solely been geared towards the handling of mainframe
security, all of them now have releases for workstation and network security
[Com91c, Com91d, IBM92]. In order 'to furnish an idea of the direction in which
information security software is moving, a brief discussion is now presented on an
approach to multi-platform security integration as proposed by Computer Associates

International [Com91d], the suppliers of the Top Secret and ACF2 access control
packages.

Figure 3.2 illustrates the use ofCA technology to attain integrated mainframe, LAN

and individual workstation security. From this figure, it can be seen that the
Computer AssocIates Common Communication Interface (CAICCI) is used as a
means of linking the different platforms. Because this interface surrounds the
communications and network software, the security.software is isolated from the

specifics of the environment. Top Secret communicates with the CAIeCI interface

through a standard Application Programming Interface (API).

The mainframe security database is maintained on the mainframe, whereas the LAN
security files are maintained on the server. Each workstation is controlled from the
LAN server and audit files may be analyzed on the server, since they are automati­

cally uploaded from the workstations to the server. These files may in tum be

uploaded to the mainframe to enable centralized reporting.
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The above technology is also available for use with the ACF2 access control package

. [COln91d], it also being a product ofComputer Associates. IBM have also introduced

their intention as well as the products to support it towards the establishment of

enterprisewide security solutions [IBM92].

The question now is, how this move towards enterprise wide security solutions will

affect the MAPS model. Will this model be able to address security in terms of
today's heterogeneous and distributed computing environments?

In the above discussion, it was shown that the technology does exist to handle these

types of environments. Based on the fact that the output of the MAPS model will

serve as input to these types of packages (cf Chapter 1, section 1A), it follows that

this model will be applicable in most commercial environments, with the only

restriction being the boundaries as set by the access control package itself.

\
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